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ABSTRACT

Autonomous and connected vehicle technologies are rapidly emerg-
ing in the modern railway domain. Traditional standalone systems
are now becoming more sophisticated, resulting in more distributed
interfaces, and a larger attack surface. As such, there now exists
a tightly coupled cyber-physical nature that makes a cyber-attack
capable of not only exfiltrating sensitive data, but also manipu-
lating safety-critical operations of the system. This manipulation
can cause the train to experience unsafe conditions, potentially
leading to derailments, explosions, and collisions. This makes it as
important as ever to build in security and resilience at the earli-
est stages of design, making deployment infrastructure more safe,
reliable, and predictable in a compromising environment. In this
poster we demonstrate how to analyze the security and resilience
of railway infrastructure by utilizing a domain specific simlation
based framework. Our framework includes a simulation cluster with
both transportation and network modeling capabilities, a graphical
design studio to rapidly develop attack scenarios againt railway net-
works, and a results dashboard that includes real time visualization
of various metrics. Additionally, we not only support software-in-
the-loop, but have integrated a hardware-in-the-loop testbed to test
realistic attacks that occur within the deployment environment.
We illustrate the capabilities of our developed framework with a
connected railway case study of the Washington D.C Metro rail
network.
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1 INTRODUCTION

Nowadays, autonomous and connected vehicles technologies are
rapidly emerging in modern railway. Modern railway is a practical
example of the traditional Cyber-Physical System (CPS) [4]. CPS
enable the integration of computation and physical processes to
facilitate safe and efficient operation of the railway. For instance,
vehicle to infrastructure (V2I) interaction enables the development
of complex algorithms to control railway infrastructures (e.g., rail
switches and traffic signals). However, the integration of V2I connec-
tivity with the computation and the physical processes of railway
adds new avenues for adversaries to damage the system through
cyber-attacks. Therefore, it is very important to determine how a
cyber-attack will influence the operating railway system.

In this poster, we demonstrate a simulation-based platform that
can be used to assess the security and resiliency of modern railway
on V2I technology. The simulation platform provides the capability
of integrating the network and computation components of CPS
with the surrounding physical environment. Furthermore, the simu-
lation platform provides metric-driven methodology to quantify the
effect of different cyber-attacks. Hence, scientific analysis and meth-
ods can be used to develop and rank various defense mechanisms
and identify critical vulnerabilities in the system.

2 DESIGN
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Figure 1: Testbed Architecture

Our simulation platform is comprised of three main components:
the experiment manager, simulation cluster, and results dashboard.
The basis behind our railway analysis revolves around the develop-
ment of experiments, providing for a scientific approach to develop
resilient approaches, test against realistic attacks, and utilize gener-
ated quantitative metrics for an analytical comparison. As such, the
best approaches can be compared objectively to provide the most
effective methods for securing the respective railway infrastructure.

2.1 Experiment Manager

The experiment manager (EM) provides the ability to rapidly de-
velop, deploy, and execute railway attack scenarios. Additionally,
the EM is responsible for fetching results from the respective simula-
tions to relay to the results dashboard for visualization and analysis.
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For development, we utilize a graphical web-based domain-specific
modeling tool called WebGME [5] to provide the front-end for our
user. WebGME allows not only a customizable graphical front-end,
but also the integration of plugins to interpret model semantics, and
execute the respective simulation programs. As such, it is possible
to control all of the simulation specifics from the cloud, making
experimentation possible from anywhere in the world.

2.2 Simulation Cluster

The simulation cluster (SC) is the backbone of our platform, pro-
viding the ability to translate the developed railway model into
real-world results. The SC utilizes the Veins open source simula-
tor [2] which combines network simulation with OMNeT++ [8]
and transportation simulation with Sumo [3] to support a modern
connected vehicle simulation environment. The SC supports mul-
tiple parallel simulations, and includes components representing
railway switches, railway signals, and data acquisition modules.

2.2.1 Metrics Library. A generalized metrics library is developed
to support the acquisition of various domain-specific metrics within
the simulation [7]. Due to the modular approach of developments,
either an existing set of metrics can be utilized, or new customized
metrics can be developed. Some example metrics include train speed,
fuel consumption, waiting time, and travel distance.

2.2.2  Attack Library. A component-specific attack library is devel-
oped for integrating attacks into software components within the
simulation. This attack library was built by customizing the base
module for V2X communications in Veins. It can be configured to
incorporate DOS, integrity, or delay attacks on railway nodes. This
allows for experiment with different combinations of cyber-attacks
within a software-in-the-loop environment.

2.2.3 Harware in the Loop Testbed. In addition to software-in-the-
loop testing, a hardware-in-the-loop testbed is integrated to allow
for the testing of railway infrastructure controllers on embedded
hardware consistent with the deployment environment. During
experiment scenario design, a component can be specified to be
implemented within the software or hardware environment. Addi-
tionally, a hardware-specific cyber-attack library is implemented to
perform attacks in an embedded environment that might be harder
to implement within the simulation environment. Some example
attacks include DDOS, delays caused by attacks that create severe
network congestion, and integrity attacks that utilize hardware
vulnerabilities.

2.3 Results Dashboard

The results dashboard utilizes the Grafana open source library [1]
to provide real-time visualization capabilities within the platform.
This dashboard front-end is integrated with the InfluxDB database
backend [6] to fetch and store experiment results from the simula-
tion cluster during run-time. One of the biggest benefits of these
visualization mechanisms is the ability to plot muliple simulation
scenarios within the scope of one graph to objectively compare the
impact of various attacks and defense strategies.

3 DEMONSTRATION

For demonstration purposes, we utilizes two experiment scenarios
based on the Washington D.C. Metro Rail Network to illustrate the
capabilities of our simulation platform. The first scenario focuses
on the software-in-the-loop capabilities of our platform by utiliz-
ing the component-based attack library to implement an integrity
attack on a rail switch within the network. This attack results in
the railway switch receiving invalid information resulting in trans-
ferring the trains to the wrong track segment. The second scenario
focuses on demonstrating our hardware-in-the-loop capabilities of
our platform by performing a DDOS attack on a critical railway
switch within the network. With the significant increase in mes-
sages received by the railway switch controller, the actuation is
not able to change track segments in time. Thus, the respective
incoming trains are routed down the wrong path, resulting in an
inability to reach their destinations.

Figure 2: Washington D.C. Metro Rail Network
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